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Building Serverless MCP 
Servers on AWS

Anton Aleksandrov
Principal Solutions Architect
AWS Serverless

(pun intended)



© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark. 2

MCP
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M C Podel ontext rotocol
Because even the smartest models need additional context
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M C Podel ontext rotocol
Because even the smartest models need additional context

Why do we need MCP?

Agentic AI vs RAG

Building a local  
MCP Server

Building a remote  
MCP Server on AWS

MCP building  
blocks

Advanced patterns
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The Problem
Why do we need MCP in the first place?
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The Genesis

User

Prompt

Response

AI 
Assistant

LLM 
Prompt

Response Training data 
as of {date}
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The Genesis

Write me a 
poem about 

serverless

“Events gently flow, 
Your apps simply run. 
No servers to tend— 
It’s cloud and it’s fun” 
 
- Claude 3.7 Sonnet, 2025

- DALL-E, 2025

User
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Realizing the limitations
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Realizing the limitations
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Realizing the limitations

LLMs don’t know 
what they don’t 

know. 

LLMs can generate 
content, but they 

cannot take actions.

LLM Prompt

Training data

Response
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Injecting the context
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Injecting the context
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Realizing the limitations

So… can we inject the context 
into prompts to make LLMs 

smarter!?
Absolutely!!!!
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A simple RAG workflow

Enterprise 
knowledge 

base

Populate

User

AI 
Assistant

Query
Get extra context

Context

LLM
Prompt + context

Response
Response

(Vector embeddings)



© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark. 17

Retrieval-Augmented Generation (RAG)
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Retrieval-Augmented Generation (RAG)
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Adding real-time context dynamically
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Adding real-time context dynamically
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Adding real-time context dynamically
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A simple agentic workflow

User

Agentic 
Assistant

Query

LLM

Prompt & tools description

Use tools to get more context
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A simple agentic workflow

User

Agentic 
Assistant

Query

LLM

Prompt & tools description

Use tools to get more context

Tool result

Final responseResponse

Repeat as  
many times  
as required

Tool

Call

Result

Data 
source
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Agentic AI system in a nutshell

Reasoning 
(LLM)

Input & context Output

Execute tool

Pick tool

Outside world

Update 
context

Agentic loop
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Communicating with multiple tools and resources

AI 
Agent

Datasource

Datasource

Tool

Tool

Tool
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Communicating with multiple tools and resources

SQL

graphQ
L

REST

SOAP

gRPC

SQL

graphQ
L

REST

SOAP

gRPC

Datasource

Datasource

Tool

Tool

Tool

AI 
Agent
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Communicating with multiple tools and resources

Datasource

Datasource

Tool

Tool

Tool

Agent builders are responsible to 
integrate with every tool they want to 

support

Tools vendors are highly dependent 
on Agent builders to support their 

tools and protocols

AI 
Agent

SQL

graphQ
L

REST

SOAP

gRPC

SQL

graphQ
L

REST

SOAP

gRPC
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Communicating with multiple tools and resources

Datasource

Datasource

Tool

Tool

Tool

SQL

graphQ
L

REST

SOAP

gRPC

SQL

graphQ
L

REST

SOAP

gRPC

AI 
Agent

TIGHT 
COUPLING

Agent builders are responsible to 
integrate with every tool they want to 

support

Tools vendors are highly dependent 
on Agent builders to support their 

tools and protocols
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Communicating with multiple tools and resources

SQL

graphQ
L

REST

SOAP

gRPC

ServersClients
Datasource

Datasource

Tool

Tool

Tool

MCP

MCP

MCP

MCP

MCP

MCP

MCP

MCP

MCP

MCP

Protocol

Agent builders only need to support 
a single standard protocol

Tools vendors provide and maintain 
MCP-enabled capabilities

AI 
Agent
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Communicating with multiple tools and resources

Your SaaS 
Product

MCP

AI Agents

Your corporate 
systems

Your enterprise 
data sources

MCP

MCPClaude Desktop

Amazon Q CLI

Kiro

Cursor

Any other client…

Users
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The Building Blocks
What are the MCP components
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Model Context Protocol - Entities

MCP 
Host 

 
(Agents, Amazon Q, 

Claude Desktop, 
Cursor, CLINE etc)
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Model Context Protocol - Entities

MCP 
Host 

 
(Agents, Amazon Q, 

Claude Desktop, 
Cursor, CLINE etc)

MCP 
Client

MCP 
Client

MCP 
Client

MCP 
Server 

MCP 
Server

MCP 
Server

MCP Transport

MCP Transport

MCP Transport
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Model Context Protocol - Entities

MCP 
Host 

 
(Agents, Amazon Q, 

Claude Desktop, 
Cursor, CLINE etc)

MCP 
Client

MCP 
Client

MCP 
Client

MCP 
Server 

MCP 
Server

MCP 
Server

Data 
Source

Service

Service

MCP Transport Any

MCP Transport Any

MCP Transport Any
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Model Context Protocol - Entities

MCP 
Client

MCP 
Client

MCP 
Client

MCP 
Server 

MCP 
Server

MCP 
Server

Data 
Source

Service

Service

MCP 
Host 

 
(Agents, Amazon Q, 

Claude Desktop, 
Cursor, CLINE etc)

Local Remote
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Model Context Protocol - Servers

https://github.com/modelcontextprotocol/servers 

https://github.com/modelcontextprotocol/servers
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MCP server building blocks

Enable models to 
perform actions

Tools

Enable applications to 
retrieve additional data

Resources

Enable users with reusable 
prompt templates

Prompts
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Resources

Tools

Resources

Prompts
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Tools

Tools

Resources

Prompts
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Prompts

Tools

Resources

Prompts
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Let’s build a solution
Building your first MCP server for AWS
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Building your first MCP Server
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Building your first MCP Server
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Building your first MCP Server

I want to use AI assistant to 
ask questions about Lambda 

functions in my account
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Building your first MCP Server

https://modelcontextprotocol.io/introduction 

Do not implement the low-
level wire protocol yourself.  

Use official open-source 
SDKs.

https://modelcontextprotocol.io/introduction
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Building your first MCP Server – Create Tools

Self-explanatory names
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Building your first MCP Server – Create Tools

Descriptions are crucial
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Building your first MCP Server – Create Tools

Descriptions are crucial
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Building your first MCP Server – Create Tools

Parameters schema allows AI 
assistants to know which 
parameters tools support
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Building your first MCP Server – Create Tools

Uses AWS SDK and Lambda client to retrieve the list 
of functions. Uses next page marker, if available. 
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Building your first MCP Server – Create Tools

Return the list of functions and next page marker
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Building your first MCP Server – Create Server

Define server name  
and version



© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark. 53

Building your first MCP Server – Create Server

Detailed instructions are 
crucial. They allow LLM 
understand why, when, and 
how they should be using 
your server.
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Building your first MCP Server – Create Server

Add your tools. Do not skip 
descriptions and parameters 
schemas.
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Building your first MCP Server – Use in AI Assistant

Configure AI assistant to use 
your MCP Server

claude_desktop_config.json or mcp.json
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Building your first MCP Server – Use in AI Assistant
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Building your first MCP Server – Use in AI Assistant
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Building your first MCP Server – Use in AI Assistant
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Building your first MCP Server

I want to use AI assistant to 
safely update functions to the 

latest runtime version
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Building your first MCP Server

I want to use AI assistant to 
safely update functions to the 

latest runtime version
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Final structure

AWS Lambda Operations MCP Server

• get-runtime-info 
• list-functions 
• get-function 
• invoke-function 
• update-function-runtime

Tools
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Update Function Configuration 
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The result
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The Transport
How does it work under-the-hood?
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Message Types

Request Response Notification

Clients and servers can send  
messages in either direction
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Transport Types

MCP 
Client

MCP 
Server 

Transport

Stdio (local) Streamable HTTP (remote)

Communicates through standard 
input/output streams. Use for 

integrations with local MCP 
Servers and command-line tools.

Communicates over HTTP, with 
optional persistent SSE 

connection. Use for integrations 
with remote MCP Servers.

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports 

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports
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Stdio Transport

Write to stdin

Write to stdout
MCP 
Client

MCP  
Host 
(e.g. AI 

Assistant)

Launch subprocess

MCP 
Server

MCP 
Client

MCP 
Client

MCP 
Server

MCP 
Server

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports 

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports
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Streamable HTTP (with SSE connection)

MCP 
Client

MCP  
Host 
(e.g. AI 

Assistant)
MCP 

Server

HTTP POST{Req}

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports 

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports
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Streamable HTTP (with SSE connection)

MCP 
Client

MCP  
Host 
(e.g. AI 

Assistant)
MCP 

Server

HTTP POST {Req}

SSE connection

{Res}

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports 

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports
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Streamable HTTP (with SSE connection)

MCP 
Client

MCP  
Host 
(e.g. AI 

Assistant)
MCP 

Server

HTTP POST {Req}

SSE connection

{Res}

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports 

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports
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Streamable HTTP (with SSE connection)

MCP 
Client

MCP  
Host 
(e.g. AI 

Assistant)
MCP 

Server

HTTP POST{Req}

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports 

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports
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Streamable HTTP (with SSE connection)

MCP 
Client

MCP  
Host 
(e.g. AI 

Assistant)
MCP 

Server

HTTP POST {Req}

SSE connection

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports 

{Notif.}

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports
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Streamable HTTP (with SSE connection)

MCP 
Client

MCP  
Host 
(e.g. AI 

Assistant)
MCP 

Server

HTTP POST {Req}

SSE connection

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports 

{Notif.} {Req}

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports
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Streamable HTTP (with SSE connection)

MCP 
Client 

 

MCP  
Host 
(e.g. AI 

Assistant)

MCP 
Server 

 

HTTP POST {Req}

SSE connection

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports 

{Notif.}

{Req}

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports
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Streamable HTTP (with SSE connection)

MCP 
Client 

 
 
 

MCP  
Host 
(e.g. AI 

Assistant)

MCP 
Server 

 
 
 
 

HTTP POST

SSE connection

HTTP POST

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports 

{Req}

{Notif.}

{Req}

{Res}

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports
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Streamable HTTP (with SSE connection)

MCP 
Client 

 
 
 

MCP  
Host 
(e.g. AI 

Assistant)

MCP 
Server 

 
 
 
 

HTTP POST

SSE connection

HTTP POST

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports 

{Req}

{Notif.}

{Req}

{Res}

HTTP 202 Accepted

{Res}

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports


© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark. 77

Streamable HTTP (with SSE connection)

MCP 
Client 

 
 
 

MCP  
Host 
(e.g. AI 

Assistant)

MCP 
Server 

 
 
 
 

HTTP POST

SSE connection

HTTP POST

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports 

{Notif.}

{Req}

{Res}

HTTP 202 Accepted

{Res}

{Req}

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports
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Streamable HTTP (with JSON response)

MCP 
Client

MCP  
Host 
(e.g. AI 

Assistant)
MCP 

Server

HTTP POST

{Req}

Response

{Res}

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports 

https://modelcontextprotocol.io/specification/2025-06-18/basic/transports
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Remote MCP Servers
Running your MCP servers on AWS
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Deploying to AWS

AWS Lambda Amazon Elastic  
Container Service (ECS)

Amazon Elastic  
Kubernetes Service (EKS)

(or ANY other compute type, your Agent is just a Python app)

Amazon Bedrock  
AgentCore (preview)
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Building Serverless MCP Servers on AWS

AWS Lambda Amazon ECS on AWS Fargate

Stateless / 
connectionless

Persistent stateful 
connections with SSE or 
stateless/connectionless
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Stateless MCP Servers
with AWS Lambda
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Building Serverless MCP Servers on AWS
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Building a stateless remote MCP Server on AWS Lambda

LambdaAPI Gateway

Running a serverless 
MCP Server

Exposing MCP 
functionality to clients

MCP 
Client
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Building a stateless remote MCP Server on AWS Lambda

Define your MCP Server configuration
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Building a stateless remote MCP Server on AWS Lambda

Define your MCP Server configuration
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Building a stateless remote MCP Server on AWS Lambda
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Building a stateless remote MCP Server on AWS Lambda
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Building a stateless remote MCP Server on AWS Lambda
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Building a stateless remote MCP Server on AWS

But what about observability? 
Security? Governance? CI/CD?

Everything you know about building 
serverless applications and APIs on 

AWS is still applicable! 
(and will further improve as MCP spec evolves)
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Building a stateless remote MCP Server on AWS Lambda

API Gateway MCP Server
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Building a stateless remote MCP Server on AWS Lambda

API Gateway MCP Server

Authorizer
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Building a stateless remote MCP Server on AWS Lambda

API Gateway MCP Server

Authorizer

Certificate  
Manager

WAF
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Building a stateless remote MCP Server on AWS Lambda

API Gateway MCP Server

Authorizer

Certificate  
Manager

WAF

CloudWatch

X-Ray

IAM

Other  

services
Other 

3rd 
party 

services
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Building a stateless remote MCP Server on AWS Lambda
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Stateful MCP Server
with Amazon ECS
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Building a stateful remote MCP Server on ECS

Application Load Balancer 
(with sticky sessions, if stateful)

MCP Server 
(on ECS Fargate)
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Building a stateful remote MCP Server on ECS

Application Load Balancer

MCP Server 
(on ECS)

Task Task

Task Task

MCP Client

{Res}
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Building a stateful remote MCP Server on ECS

Application Load Balancer

MCP Server 
(on ECS)

Task Task

Task Task

MCP Client

{Res}

{Res}
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Building a stateful remote MCP Server on ECS

Application Load Balancer

MCP Server 
(on ECS)

Task Task

Task Task

MCP Client

{Res}X
HTTP 400
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Building a stateful remote MCP Server on ECS

Application Load Balancer

MCP Server 
(on ECS)

Task Task

Task Task

MCP Client

with sticky sessions
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Building a stateful remote MCP Server on ECS

Enable sticky sessions
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Building a stateful remote MCP Server on ECS

Define your MCP Server configuration
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Let’s see some demos
Building MCP Servers on AWS
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Architecture

User API Gateway AI Agent API Gateway MCP Server

Travel Agent Bookings MCP

• Get Travel Policies 
• Get Available Cars 
• Get Available Hotels 
• Book Car 
• Book Hotel 
• ….

Authorizer Authorizer



© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark. 106



© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark. 107



© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark.© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark. 108

Advanced patterns
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Composability

MCP Client MCP Server

Application Application
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Composability

MCP Client
MCP Server

Application Application

MCP Client
MCP Server

Application
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Agent-to-Agent communications

User

I need a good pair of 
running shoes for a 
Boston Marathon

Agentic Assistant

MCP Server

Weather forecast agent

MCP Client
MCP Server

Weather.com MCP

• getAvgTemp30days 
• getAnnualTrends 
• isRainExpected 
• isSnowExpected

MCP Client
MCP Server

Research and analysis agent

MCP Client
MCP Server

Web browsing MCP

• searchWeb

MCP Client

MCP Server

Shopping agent

MCP Client
MCP Server

Amazon.com MCP

• searchItem 
• addToCart 
• checkPayment 
• checkout

MCP Client
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In conclusion
Building MCP Servers on AWS
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Serverless MCP Servers on Lambda and ECS

https://github.com/aws-samples/sample-serverless-mcp-servers 

https://github.com/aws-samples/sample-serverless-mcp-servers
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Best practices

Use official MCP SDKs 
(and follow the MCP 

spec evolution)

Implement robust 
network and application 

security

Establish 
comprehensive 

monitoring and logging

Design for scalability 
and performance



© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved. Amazon Confidential and Trademark. 115

Continue your Serverless Gen AI / MCP journey

• Sample Serverless MCP Servers 

• Resources for Generative AI and Serverless 

• Deploy MCP servers in AgentCore Runtime 

• CDK Construct for Serverless MCP Servers (1, 2, 3) 

• AWS Labs MCP Servers (20+ MCP Servers!!!) 

• Introducing AWS MCP Servers for code assistants 

• Extend the Amazon Q Developer CLI with MCP 

• Running MCP-Based Agents on AWS

• Latest MCP Spec 

• Getting started with MCP 

• MCP Registry 

• A list of maintained MCP Servers

https://github.com/aws-samples/sample-serverless-mcp-servers
https://serverlessland.com/explore/devdaynyc
https://docs.aws.amazon.com/bedrock-agentcore/latest/devguide/runtime-mcp.html
https://github.com/aws-samples/generative-ai-cdk-constructs-samples/tree/main/samples/mcp-stateless-ecs
https://github.com/aws-samples/generative-ai-cdk-constructs-samples/tree/main/samples/mcp-stateful-ecs
https://github.com/aws-samples/generative-ai-cdk-constructs-samples/tree/main/samples/mcp-stateless-lambda
https://github.com/awslabs/mcp
https://aws.amazon.com/blogs/machine-learning/introducing-aws-mcp-servers-for-code-assistants-part-1/
https://aws.amazon.com/blogs/devops/extend-the-amazon-q-developer-cli-with-mcp/
https://community.aws/content/2v8AETAkyvPp9RVKC4YChncaEbs/running-mcp-based-agents-clients-servers-on-aws
https://modelcontextprotocol.io/specification/2025-03-26
https://modelcontextprotocol.io/introduction
https://github.com/modelcontextprotocol/registry
https://github.com/modelcontextprotocol/servers
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Thank you!
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