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Agenda
best practices
proven patterns

predictably, and repeatedly

modular, reusable architectures

test applications locally

manage ownership
efficiently deploying

open source frameworks
Leave equipped with practical skills

Build and test

Scale and deploy

Action items
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Traditional

Web servers 
Presentation layer

App servers 
Business logic

Database servers 
Data layer

Application layer

Infrastructure layer

Rigid separation between 
infrastructure and application teams, 
tools, processes 

Frequently coupled, manual 
workflows for release and quality 
control 

Long cycles – need a new database? 
Open a ticket, we’ll get back to you

applications
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Application layer

Infrastructure layer

Amazon  
API Gateway

Amazon 
DynamoDB

Amazon S3

AWS 
Lambda

Amazon Cognito

AWS Fargate

“Infrastructure” is redefined. A function, 
an event-source mapping, and an event 
routing rule are app resources owned by 
the app dev teams 

IaC tools are no longer exclusive to Infra 
teams, but commonly used by app dev 
teams 

Infrastructure-as-code and integration-
as-code

applicationsServerless
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The ownership boundaries

Application  
development teams

Infrastructure/ops team

This is an infrastructure 
resource! We own and 

manage it!

This is an application  
resource! We need the 

flexibility to control it!
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Building serverless applications with Terraform

• Run code without thinking about 
servers or clusters 

• Over one million customers using 
AWS Serverless services every month 

• Processes 10s of trillions requests 
every month

• Widely used IaC framework 

• 450M+ downloads, 4,350+ customers 

• Vast array of integrations, with support for 
over 3,000 providers 

• Terraform AWS Provider downloaded over 
3 billion times

AWS Serverless
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Let’s start building?
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What are we building

Amazon SQS AWS Lambda

Amazon S3

Source bucket

Destination bucket

Amazon S3Message  
processor

Message  
queue

msg

img

html
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Creating SQS queues

Queue name
Security best practice

https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/sqs_queue 

https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/sqs_queue
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Creating S3 buckets

Bucket name

Ownership controls

Access controls

https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/s3_bucket 

https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/s3_bucket
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Creating Lambda function execution role

Principle of least privilege

https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/iam_policy 

https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/iam_policy
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Creating Lambda functions
Upload 
to S3ZIPBuild a ZIP package

Create a Lambda function  
(up to 250MB)

Function 
source 
code

Push to ECR Create a Lambda function  
(up to 10GB)

Build a container 
image

Build a ZIP 
package

Create a Lambda function  
(up to 50MB zipped, 250MB unzipped)

ZIP

https://docs.aws.amazon.com/lambda/latest/dg/lambda-functions.html 

https://docs.aws.amazon.com/lambda/latest/dg/lambda-functions.html
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Creating Lambda functions

Package source directory

Function configuration

Function code

https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/lambda_function 

https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/lambda_function
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Creating Lambda functions

Function configuration

Function code

https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/lambda_function 

https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/lambda_function
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Creating Lambda functions

Function configuration

Function code

https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/lambda_function 

https://registry.terraform.io/providers/hashicorp/aws/latest/docs/resources/lambda_function
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Testing serverless applications with SAM

Local development, 
debugging, and testing

Cloud environment 
templating and deployment

Seamless 
development 
and testing 
experience

https://aws.amazon.com/blogs/compute/aws-sam-support-for-hashicorp-terraform-now-generally-available/ 

https://aws.amazon.com/blogs/compute/aws-sam-support-for-hashicorp-terraform-now-generally-available/
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Local testing with AWS SAM
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LocalStack – Test your serverless apps locally

 !  Alice (local dev machine)
Code IDE 

(App & IaC) 
LocalStack 
container

 "  Bob (local dev machine)
Code IDE 

(App & IaC) 
LocalStack 
container

CI pipelines

LocalStack 
container

LocalStack 
container

https://www.localstack.cloud/ 

https://www.localstack.cloud/
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Scaling
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Growth challenges . . . 

Upload ZIP 
directly or via S3? 

Different runtimes 
have different 

packaging tools

Applying best-
practices and 

policies at scale

Do not reinvent the wheel

Uniformly apply 
tags

Principle of least 
privileged access

?
Project structure

Use approved runtimes only
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Modularization

DON’T

Put all the IaC templates 
in one file

DO

Organize your IaC as a 
collection of reusable modules

Storage Web Backend

Observability Async 
processing
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Modularization

ReusabilityBest practices Composability
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A Terraform module

https://developer.hashicorp.com/terraform/language/modules 

Cloud resources configuration (main.tf)

Output (outputs.tf)Input (variables.tf)

https://developer.hashicorp.com/terraform/language/modules
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A Terraform module

Cloud resources configuration (main.tf)Input (variables.tf)
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A Terraform module
Cloud resources configuration (main.tf)Input (variables.tf)
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A Terraform module
Cloud resources configuration (main.tf)Input (variables.tf)
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A Terraform module
Cloud resources configuration (main.tf)Input (variables.tf)
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A Terraform module
Cloud resources configuration (main.tf)Input (variables.tf)
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A Terraform module

A Terraform module

Lambda
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Best practices

function_name
memory_size
source_path 

runtime
handler

attach_vpc
log_retention_days

enable_furl
etc…

Variables

function_arn
log_group_arn

function_url

Outputs

A Terraform module

Lambda
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Reusability and composability

Lambda function 
with periodical 

scheduler

Baseline Lambda 
function

SQS queue with 
redrive

LambdaScheduler Lambda DLQ Queue
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Reusability

Platform team

App Dev teams

Repository (e.g., git)

Build

Consume

Consume

Consume

Contribute

Contribute

DLQ Queue

Lambda

Scheduler Lambda
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The journey to scale
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Evolve your IaC with Terraform modules

Engineering teams

Maturity level: Beginner

Terraform 
resource

Terraform 
resource

Terraform 
resource
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Evolve your IaC with Terraform modules

Engineering teams

Maturity level: Advanced

• SQS with redrive
• Periodically invoked Lambda
• VPC-attached Lambda
• SQS+SNS with E2E encryption
• Many more . . .

Terraform 
resource

Terraform 
resource

Terraform 
resource

Terraform 
module 

(that you 
wrote)
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Evolve your IaC with Terraform modules

Engineering teams

Maturity level: Power user

Terraform 
resource

Terraform 
resource

Terraform 
resource

Application 
module

Terraform 
module 
(open 

source)

Terraform 
resource

Terraform 
resource

Terraform 
resource

Terraform 
module 

(that you 
wrote)
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Serverless.tf – Community project

An opinionated, 100% open-source community framework for 
developing, building, deploying, and securing serverless 

applications on AWS using Terraform.

https://serverless.tf 

Over 120 million downloads

https://serverless.tf/
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Supported AWS serverless services

https://serverless.tf 

• AWS Lambda
• AWS Lambda@Edge
• AWS AppSync
• Amazon EventBridge
• AWS Step Functions
• Amazon CloudFront
• Amazon API Gateway
• Amazon DynamoDB
• Amazon CloudWatch

• Amazon Aurora Serverless
• Amazon RDS Proxy
• Amazon S3
• Amazon SNS
• Amazon SQS
• AWS CodeDeploy
• AWS AppConfig
• AWS SSM Parameter Store
• AWS Secrets Manager

https://serverless.tf/
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Terraform-aws-lambda - packaging
Different Lambda runtimes have different packaging mechanisms

pip install 
poetry install

cargo  
lambda build

Build

Deploy UpdateFunctionCode

npm install gradle install 
maven install
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Terraform-aws-lambda – Packaging
Nodejs Python

• Npm (package.json), PIP (requirements.txt), Poetry
• Dockerfile, Docker image, Docker with SSH agent
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Terraform-aws-lambda – Packaging
Python with poetry
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Terraform-aws-lambda – Packaging
Rust

www.cargo-lambda.info 

• Any runtime, any architecture
• Custom build commands
• Watches for file changes

http://www.cargo-lambda.info/
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Local testing and hot reloading with LocalStack

Install LocalStack wrappers for  
Terraform and AWS CLI

Invoke the function locally

Do not create a package, use LocalStack  
hot reloading

1

2

3
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Cross-service integrations (without Serverless.tf)

API Gateway Lambda

• aws_api_gateway_rest_api
• aws_api_gateway_resource
• aws_api_gateway_method
• aws_api_gateway_integration
• aws_api_gateway_deployment
• aws_iam_role
• aws_iam_policy_document
• aws_iam_policy
• aws_iam_role_policy_attachment

• archive_file
• aws_lambda_function
• aws_iam_role
• aws_iam_policy_document
• aws_iam_policy
• aws_iam_role_policy_attachment
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Cross-service integrations (with Serverless.tf)

API Gateway Lambda
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Additional integration patterns

• API Gateway to Lambda
• DynamoDB streams to Lambda
• EventBridge scheduled rule for Lambda
• Lambda function with layers
• Execute Step Functions from Lambda
• S3 bucket notifications to Lambda
• S3 with S3 Object Lambda
• SQS to Lambda
• And more . . . 

https://serverlessland.com/patterns?framework=Terraform+%28with+modules%29 

https://serverlessland.com/patterns?framework=Terraform+(with+modules)
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A project structure that works

https://docs.aws.amazon.com/prescriptive-guidance/latest/terraform-aws-provider-best-practices/introduction.html 

Per-project monorepo – IaC and 
application code are parts of the same 
project 

Keep your project modular, IaC and 
application code go into separate 
directories

Each environment and each function 
goes into its own separate directory

https://docs.aws.amazon.com/prescriptive-guidance/latest/terraform-aws-provider-best-practices/introduction.html
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A project structure that works

Use dedicated variables file for each 
planned environment

Add fine-grained variables if required, 
e.g. per region or per specific resource  

https://docs.aws.amazon.com/prescriptive-guidance/latest/terraform-aws-provider-best-practices/introduction.html 

https://docs.aws.amazon.com/prescriptive-guidance/latest/terraform-aws-provider-best-practices/introduction.html
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Applying environment-specific variables

DON’T

Manually supply each 
variable value

DO

Store environment specific variables 
under dedicated directories 
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A project structure that works

Match directory structure for 
environment values (.tfvars), resources 
(.tf), and source code

Prioritize using versioned modules 
instead of sourced locally

Use data sources (e.g. Terraform 
Remote State) to pass values between 
configurations

https://docs.aws.amazon.com/prescriptive-guidance/latest/terraform-aws-provider-best-practices/introduction.html 

https://docs.aws.amazon.com/prescriptive-guidance/latest/terraform-aws-provider-best-practices/introduction.html
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Managing dependencies between IaC configurations

API Gateway Lambda VPC RDS

The Edge team The App team The Infra team
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DON’T

Depend on manual 
processes like emails or 

Slack

DO

Use designated dependency 
automation and management tools

Managing dependencies between IaC configurations
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AWS Systems Manager Parameter Store

Infrastructure team IaC

Passing values between Terraform configurations

AppDev team IaC
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Terragrunt

https://terragrunt.gruntwork.io/ 

/lambda/customers/terragrunt.hcl /apigateway/terragrunt.hcl

https://terragrunt.gruntwork.io/
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Terramate

https://terramate.io 

/lambda/customers/stack.tm.hcl /apigateway/stack.tm.hcl /apigateway/main.tf

https://terramate.io/
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Deploying at scale
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Common challenges
Deploy applications components reliably and consistently

Multiple teams Multiple environments

Multiple accounts Multiple regions
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Terraform stacks
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Terraform stacks

API  
management

Storage

Private 
networking

Database

Co
m

po
ne

nt
s Compute
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Terraform stacks

Development

API  
management

Storage

Private 
networking

Database

Co
m

po
ne

nt
s Compute

Staging Production

Deployments
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Connecting stacks via outputs

Lambda

Step Functions

SQS

Lambda

EventBridge

API Gateway

Common services

RDS VaultKMS Amazon VPC

Application 1 Application 2

App Dev team 1 App Dev team 2

Infra/platform team
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Sample serverless application stack

S3

Lambda

API Gateway

Stack components

us-east-1

us-west-1

us-east-1

Deployments in AWS cloud

Development

Production

Deployment definitions

+
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Serverless deployments with Terraform stacks
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Conclusion

Terraform, SAM, and 
LocalStack enable you to 
efficiently build and test 

serverless applications with 
tools your organization is 

already familiar with. 

1
Modularizing your Terraform 

configurations allows you to build 
reusable components and 

patterns, which are critical in the 
serverless world

2
Use OSS community projects 

and samples provided by AWS to 
accelerate your 

Serverless+Terraform journey

3
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Next steps
• These slides 

• Building Serverless Applications with 
Terraform – a guide and a workshop 

• AWS Terraform Provider best practices 

• Terraform resources by Anton Babenko 

• Governance for Serverless Applications 
Guide 

• Sample serverless patterns with Terraform 

• And more

https://aal80.github.io/reinvent2024-svs320/ 

https://aal80.github.io/reinvent2024-svs320/
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Check out these other sessions
SVS337  
Building Serverless Applications Using Terraform – Workshop 
Monday (today), 3:00 PM – Mandalay Bay Lagoon F 
 
SVS401  
Best Practices for Serverless Developers  
Monday (today), 3:00 PM – Venetian Lido 3002  
 
SVS324  
Implementing Security Best Practices for Serverless Applications  
Wednesday (Dec. 4), 10:30 AM – MGM Grand 122
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Continue your AWS serverless learning

Learn at your
own pace

Increase your
knowledge

Earn AWS
Serverless badge

Expand your serverless
skills with our learning plans

on AWS Skill Builder

Use our Ramp-Up Guide
to build your serverless

knowledge

Demonstrate your
knowledge by achieving

digital badges

https://s12d.com/serverless-learning 

https://s12d.com/serverless-learning
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Thank you!
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Please complete the session 
survey in the mobile app

Thank you

Anton Aleksandrov
antonal80

Anton Babenko
antonbabenko


