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(aka shared or pooled)

Single-Tenant
(aka dedicated or siloed)
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Building multi-
tenant SaaS apps 
can be tricky
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Common SaaS challenges
Business requirementsTechnology requirements
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Technology requirements

Common SaaS challenges
Business requirements
• Innovate faster 
• Stay ahead of competitors

• Isolate tenant compute 
• Avoid noisy neighbors
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Reduced operational  
overhead

Improved availability  
and scalability

Improved security  
posture

Native integrations Flexible compute  
choice

Accelerated  
application delivery

Serverless enables you to focus on business value
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TimeTime

”Serverful” Serverless

Using serverless allows you to have the best 
capacity cost to capacity utilization ratio. 

Paying for idle

Cost Utilization 

Why Serverless is a great fit for SaaS
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How does Lambda 
scale execution 
environments?
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Understanding Lambda concurrency
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Understanding Lambda concurrency
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The biggest secret of Serverless

(and many other serverless services)

Hundreds of thousands of  
EC2 instances under-the-hood
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Lambda under-the-hood

Worker Host 
EC2 Bare Metal Instance

Host OS
Host Kernel KVM

Firecracke
r 

microVM

Firecracke
r 

microVM

Firecracke
r 

microVM

Firecracke
r 

microVM

MicroVM
Execution Environment

Guest Kernel
Runtime

Extensions
Function Code
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Lambda isolation boundaries

Execution environment

Execution environment

Execution environment

Execution environment

Execution environment

Execution environment

Execution environment

Execution environment

Execution environment

Execution environment

Execution environment

Execution environment

Function A Function B Function C
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What is shared across execution environments

Execution environments 
across different functions

Execution environments that 
belong to the same function

vCPU ❌ ❌

Memory ❌ ❌

Network bandwidth ❌ ❌

Virtual disk ❌ ❌

Environment variables ❌ ✅

IAM execution role / permissions ❌ ✅

Code ❌ ✅



© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Understanding Lambda concurrency
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Lots of invokes are processed by lots of execution environments
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Understanding Lambda concurrency
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Lots of invokes coming from lots of tenants are  
processed by lots of execution environments
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Demo time!
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Let’s define the concern

Tenants

Lambda function
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Tenants

Lambda function

Execution environment 
 

(run function code, process 
data that belongs to the  

blue tenant)

Leftovers

Let’s define the concern
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Tenants

Lambda function

Execution environment 
 

(run function code, process 
data that belongs to the 

yellow tenant)

Leftovers

Let’s define the concern

Leftovers
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Tenants

Lambda function

Execution environment 
 

(run function code, process 
data that belongs to the 

green tenant)

Leftovers Leftovers

Let’s define the concern

Leftovers
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A concern not unique to Lambda

(Or ANY other shared compute)
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Existing solutions 
(yes, it means there’s a new one as well)
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Function-per-tenant (single tenant) model

Execution  
environments

Tenants Per-tenant 
Lambda function

Execution  
environments

Execution  
environments

Fully isolated
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Function-per-tenant model

Benefits
• Strong isolation
• Easier cost attribution
• Per-tenant resource 

configuration
• Per-tenant observability

Considerations
• Operational sprawl
• Complex CI/CD
• Management API RPS limits
• Slower tenant onboarding
• Duplication and version drift
• Requires custom routing 

layer
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Multi-tenant function model

Tenants

Multi-tenant 
 function

Execution  
environments

Tenant-
agnostic 

business logic

Tenancy Layer/
SDK
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Lambda powers our multi-tenant SaaS platform, 
minimizing infrastructure management and 
enabling clean compute isolation through our 
custom tenancy framework.

- Ran Isenberg, AWS Serverless Hero,  
Principal Architect, CyberArk Platform Engineering 
Division
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Multi-tenant functions model

Benefits Considerations
• Higher resource reuse, 

potentially lower unit cost
• Faster tenant onboarding
• Simpler operations
• Rapid feature rollout
• Shared capacity
• Economies of scale

• Noisy neighbors potential
• Might require additional 

compute isolation
• Cleaning up the “leftovers”
• Per-tenant observability is 

harder
• Tenant-specific feature rollout 

is harder
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Announcing the new  
Lambda Tenant Isolation 
Mode 🚀 
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Announcing Lambda Tenant Isolation Mode

Tenants

Lambda function

Per-tenant 
execution 

environments

Execution  
environments

Execution  
environments

Execution  
environments

tenantId

tenantId

tenantId
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Creating a function with tenant isolation
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Invoking a function with tenant isolation
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Invoking a function with tenant isolation
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How-to-use

Unlimited 
number of 

tenants

No need to  
pre-register 

tenants

Tenant ID is any 
arbitrary 

alphanumeric 
string (up to 128 

chars)

Supported for 
both ZIP and 

container 
functions
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Considerations

Concurrency 
quotas apply

Per-tenant cold 
starts

Provision 
Concurrency not 

supported

Direct 
invocations or 
API Gateway 

only
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Observability
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Observability – Use JSON logging
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Log taxonomy

Lambda

CloudWatch

S3

Data Firehose

Each function gets its 
own log group
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Log taxonomy
Each function gets its 

own log group
Each execution environment 

gets its own log stream



© 2025, Amazon Web Services, Inc. or its affiliates. All rights reserved.

Log taxonomy
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Log taxonomy

Date Function  
name

Version Execution  
environment ID
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Observability – filtering live logs

Add tenant Id as 
filter pattern

Select log group[s]

Select log 
stream[s]
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Observability – filtering live logs
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Observability – Logs Insights
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Observability – Logs Insights
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Observability – Logs Insights
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Observability – Custom Metrics
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Integrating with  
API Gateway
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Integrating with API Gateway

HTTP Header:  
X-Amz-Tenant-Id

Any HTTP header
Any query param
Any path param
Domain name
Domain prefix
Authorizer
JWT claims
Account ID
Api Key
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Integrating with API Gateway

X-Amz-Tenant-Idx-tenant-id

Integration requestMethod request
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Integrating with API Gateway

X-Amz-Tenant-Idx-tenant-id

Integration requestMethod request
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Integrating with API Gateway

• method.request.header.{header-name}
• method.request.querystring.{parameter-name}
• method.request.path.{parameter-name}
• method.request.body.{json_path_expression}
• context.authorizer.principalId
• context.authorizer.{custom-property-name}
• context.domainPrefix
• And many many more…

http://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-parameter-mapping.html 

http://docs.aws.amazon.com/apigateway/latest/developerguide/rest-api-parameter-mapping.html
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Addressing the noisy neighbours problem
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Addressing the noisy neighbours problem
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Integrating with API Gateway
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Integrating with API Gateway

Dependencies

And 
many 

more…

Function execution role
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Integrating with API Gateway
Dependencies

And 
many 

more…

Function execution role

1. Validate token, extract and 
validate tenant identity

2. Apply required policies and/or 
usage plans

3. Retrieve tenant-scoped short-
lived credentials from STS

JW
T

Authorizer

Cognito

DynamoDB

IAM / STS

Tenant-scoped 
IAM 

credentials
{
  tenantId: “BlueTenant”,
  tier: “Gold”,
  secretKey: “aaaaaaa”,
  accessKey: “bbbbbb” 
}
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Integrating with API Gateway

Function execution 
role

Shared Bucket

Authorizer IAM / STS

BlueTenant  
Execution 

Environments
GreenTenant 

Execution 
Environments
YellowTenant 

Execution 
Environments

❌

❌

Blue Bucket

 Green Bucket

Yellow Bucket
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Integrating with API Gateway

Function execution 
role

Authorizer IAM / STS

BlueTenant  
Execution 

Environments
GreenTenant 

Execution 
Environments
YellowTenant 

Execution 
Environments

❌

❌

Shared Bucket

Blue Bucket

 Green Bucket

Yellow Bucket
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Demo time!

BlueTenant  
Execution 

Environments
GreenTenant 

Execution 
EnvironmentsAPI 

Gateway

Authorizer

Multi-tenant function

{
    tenantId: 
“BlueTenant” 
}

JW
T HTTP Header:

X-Amz-Tenant-Id: BlueTenant
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Multi-tenant functions model

Benefits Considerations
• Higher resource reuse, 

potentially lower unit cost
• Faster tenant onboarding
• Simpler operations
• Rapid feature rollout
• Shared capacity
• Economies of scale

• Noisy neighbors potential  
.

• Might require additional 
compute isolation

• Cleaning up the “leftovers”
• Per-tenant observability is 

harder
• Tenant-specific feature 

rollout is harder
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Multi-tenant functions with tenant isolation mode

Benefits Considerations
• Higher resource reuse, 

potentially lower unit cost
• Faster tenant onboarding
• Simpler operations
• Rapid feature rollout
• Shared capacity
• Economies of scale

• Noisy neighbors potential  
(addressed with API Gateway usage plans)

• Might require additional 
compute isolation

• Cleaning up the “leftovers”
• Per-tenant observability is 

harder
• Tenant-specific feature 

rollout is harder 

✅

✅

✅

🟨✓
✅
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Conclusion

Understand tenant isolation 
requirements of your 

workload and 
implementation specifics 
within your architecture.

1
Leverage Lambda’s tenant 
isolation mode for multi-

tenant SaaS applications that 
require high degree of vendor-

provided compute isolation.

2
Use built in observability 
features for per-tenant 

monitoring and API Gateway 
integrations for stronger 

security in your SaaS apps.

3
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CNS370: Secure user code execution with AWS Lambda for SaaS platforms
Tuesday (Dec 2) @ 5:30pm – MGM 306 – Chalk Talk 

CNS403: Best practices for serverless developers
Tuesday (Dec 2) @ 12:00p – Mandalay Bay Islander F – Breakout Session

API309: Serverlesspresso: Build an event-driven application 
Thursday (Dec 4) @ 12:00p – MGM Grand 120 - Workshop

Check out these other sessions
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Serverless & AppInt Resources

https://s12d.com/RIV2025 

Continue your AWS serverless learning 
Powertools for AWS Lambda 
Serverless Land patterns

https://s12d.com/RIV2025
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Please complete the session 
survey in the mobile app

Thank you!

Anton Aleksandrov
antonal80
aal80.github.io/whoami

This session’s content 
and much more

Bill Tarr
billtarr


